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ABSTRACT

While deep neural networks achieve state-of-the-art performance on
many audio classification tasks, they are known to be vulnerable to
adversarial examples - artificially-generated perturbations of natural
instances that cause a network to make incorrect predictions. In this
work we demonstrate a novel audio-domain adversarial attack that
modifies benign audio using an interpretable and differentiable para-
metric transformation - adaptive filtering. Unlike existing state-of-
the-art attacks, our proposed method does not require a complex op-
timization procedure or generative model, relying only on a simple
variant of gradient descent to tune filter parameters. We demonstrate
the effectiveness of our method by performing over-the-air attacks
against a state-of-the-art speaker verification model and show that
our attack is less conspicuous than an existing state-of-the-art attack
while matching its effectiveness. Our results demonstrate the poten-
tial of transformations beyond direct waveform addition for conceal-
ing high-magnitude adversarial perturbations, allowing adversaries
to attack more effectively in challenging real-world settings.

Index Terms— Adversarial examples, speaker verification

1. INTRODUCTION

Voice-based systems for authentication and control in products such
as mobile devices (e.g. Google Assistant), household appliances
(e.g. Amazon Alexa), vehicles (e.g. Tesla Voice Commands), and re-
mote transaction interfaces (e.g. Chase Voice ID) have been widely
adopted in recent years. Deep neural networks achieve state-of-the-
art performance on many audio tasks, including speech command
recognition [1} 2] and speaker recognition [3}4], and as a result have
been incorporated into numerous such systems [} 16, [7]]. While deep
networks are powerful classifiers, they are known to be vulnerable
to adversarial examples, artificially-generated perturbations of natu-
ral instances that cause a network to make incorrect predictions [8].
This vulnerability presents an opportunity for malicious actors to
gain access to and influence the behavior of products like those men-
tioned above by surreptitiously passing adversarially-crafted audio
to the underlying neural network systems.

The research community has developed a number of audio-
domain adversarial attacks to evaluate the robustness of deep neural
networks in tasks such as speech command recognition [9, [10],
speaker recognition and verification [9, [11} [12} [13], and automatic
speech recognition [14} [15} [16} [17]. Following Carlini & Wag-
ner [14], many attacks adopt the standard image-domain approach
of leveraging gradient information from the victim model or a
similarly-constructed surrogate model in order to optimize a small
additive perturbation of a benign instance. The perturbed instance is
then fed to the victim model, producing a general misclassification
(in the case of an untargeted attack) or a specific prediction chosen
by the attacker (in the case of a rargeted attack).
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Fig. 1. We generate audio adversarial examples through adaptive fil-
tering. 1-2. Benign audio is divided into frames 3. For each frame
we parameterize an adversarial transfer function 4. We convert each
transfer function to an impulse response and convolve with the cor-
responding audio frame 5. Individual filtered frames are combined
via overlap-add to obtain the adversarial audio.

Audio adversarial attacks typically optimize an additive pertur-
bation of a benign input directly at the waveform representation. To
ensure the attack remains inconspicuous to human listeners, the per-
turbation is often constrained in terms of a p-norm magnitude or
through the use of an auxiliary loss function during optimization.
Existing attacks can successfully balance the conspicuousness of
perturbations against their effectiveness in an over-the-line setting,
where the attack audio can be fed directly to the victim model over
a purely digital channel [[15} [11].

In many practical scenarios an attacker lacks such direct access
and instead must craft adversarial examples in an over-the-air set-
ting, where malicious audio is played through a speaker and received
by a microphone before entering the victim model. The adversar-
ial audio is therefore subject to various distortions introduced by
the acoustic environment, such as background noise and reverber-
ation, as well as to those introduced by the physical properties of
the speaker and microphone. Today’s waveform-additive attacks re-
quire large-magnitude perturbations to achieve high success rates in
an over-the-air setting [15,[16]]. Consequently, the perturbations in-
troduced by these attacks often become clearly audible as noise when
deployed in practical scenarios.

Recent works have sought to conceal over-the-air attacks
through the use of short universal perturbations, adversarial sounds
that can be played as a separate source simultaneously with live
speech [9} [18| [12]. In the case of Li et al. [9], these perturbations



can be disguised as environmental sounds (e.g. phone notifications).
However, these attacks still optimize perturbations directly at the
waveform, which can result in characteristic noise-like artifacts.
Existing attacks at non-waveform representations either produce
conspicuous, highly particular sounds [10] or are not demonstrated
over-the-air [11].

In the image domain, researchers have sought to address an anal-
ogous perceptibility/effectiveness trade-off by moving away from
bounded additive perturbations in pixel space. Instead, recent works
use differentiable parametric transformations to modify the content
of benign images in ways that, while perceptible, may be explained
away as natural artifacts of the photographic process (e.g. motion-
blur [19], shadows [20], and color adjustment [21, 22]]). The result-
ing perturbations remain inconspicuous despite large p-norm mag-
nitudes, allowing for more potent attacks. However, the transforma-
tions employed are specific to the image domain.

Inspired by these works, we propose a novel audio-domain at-
tack (Section[2) that introduces perturbations through adaptive filter-
ing rather than the standard approach of direct addition at the wave-
form. We then demonstrate the effectiveness of our proposed attack
against a state-of-the-art speaker verification model in a challenging
simulated over-the-air setting and corroborate our results in a real-
world over-the-air setting. Finally, we describe the results of a lis-
tener study that establishes our proposed attack as less conspicuous
than a waveform-additive baseline with a state-of-the-art frequency-
masking loss [[15 23] 13| 24] while matching its effectivenessﬂ

2. ADAPTIVE FILTERING ATTACK

We propose to attack using adaptive filtering, a differentiable para-
metric method that dynamically shapes the frequency content of au-
dio. By crafting adversarial features directly in the frequency do-
main, we avoid the noise-like artifacts associated with unstructured
waveform perturbations.

2.1. Overview
We divide an audio input z into T" fixed-length frames. For the ¢
audio frame ), we parameterize a finite impulse response (FIR)
filter by specifying the transfer function H(f) over F frequency
bands. We define H as the full adaptive filter over all 7" frames, i.e.
H = [Hi(f), ..., Hr(f)]. The full adaptive filter H is thus speci-
fied by 1" x F total parameters, typically a fraction of the number
required for an additive perturbation of the input at the waveform. To
apply the filter, we map each transfer function to a time-domain im-
pulse response via the inverse discrete Fourier transform and apply a
Hann window, as in Engel et al. [25]. Each impulse response is then
convolved with the corresponding input frame via multiplication in
the Fourier domain, and the resulting filtered frames are synthesized
via overlap-add with a Hann window to avoid boundary artifacts.
We can optimize the parameters of H adversarially in the way
we would a traditional additive perturbation. Let f : R — R™ be a
neural network model mapping d-dimensional audio input to an n-
dimensional representation (e.g. embeddings), and let H(x) denote
the application of the adaptive filter to the full input audio x (all 7'
frames), as discussed above. Given a benign input z € R® and a
target y € R™, we optimize H € RT*¥ by performing gradient

! Audio examples are available at
interactiveaudiolab.github.io/project/
audio—-adversarial-examples.html
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descent on an objective of the form:

argmin Logo (f, 2, H,y) + Lauz(z, H) 1)
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Here, the adversarial loss function £,4, measures the success of the
attack in achieving the outcome f(H (x)) = y and the auxiliary loss
function L4z encourages the filtered audio H(z) to resemble the
benign audio x. To constrain the magnitude of the filter parameters,
we perform projected gradient descent on the objective [26]. For
projection bound €, at each optimization iteration the parameters of
H are projected onto a 2-norm ball of radius e centered at 0. A trade-
off between adversarial success and imperceptibility is achieved us-
ing the selective variant of projected gradient descent proposed by
Bryniarski et al. [27]. All losses £ are formulated such that £ < 0
implies the associated constraint has been satisfied (e.g. the adver-
sary achieves the target output, the filter introduces no perceptible
perturbation). Update steps are then taken along the gradient of the
adversarial loss when L4q4, > 0 and along the auxiliary loss oth-
erwise. This allows us to avoid manually tuning a weighting of the
terms in the objective function.

Finally, to produce adversarial examples that are robust in the
over-the-air setting, we use the expectation-over-transformation ap-
proach of Athalye et al. [28] and optimize over a set of simulated
distortions (Section 2.3) designed to mimic those present in real-
world acoustic environments.

2.2. Adversarial and Auxiliary Losses

To perform attacks on a speaker-verification model which produces
n-dimensional embeddings f(z) € R™ and classifies inputs accord-
ing to a thresholded cosine distance in the embedding space, we use
the adversarial loss proposed by Zhang et al. [12]. Let Scos denote
the cosine similarity between two embedding vectors:

u-v

S. = —
cos(t:0) = T

2
Then we define our adversarial loss as

‘Cadv(fvvav Z/) = (1 - SCOS(f(H(x))vy) -7+ H)+ (3)

where (-)* = max(-,0), y is an embedding of the target speaker, T

is the cosine-distance verification threshold of the model, and « is the
margin by which we wish to cross the threshold. For our auxiliary
loss, we use the cosine distance computed frame-wise on the mel-
frequency cepstral coefficient (MFCC) representation of the original
and filtered audio, as proposed by Shamsabadi et al. [[11]]:

T
['u.uz (CE, H) = Z 1-— Scos(Ht (x(t>)meC7 xirt.)fcc) (4)
t=1

2.3. Over-the-Air Simulation

Drawing from previous over-the-air attacks [15 [16l 9], we model
the over-the-air setting by applying the following distortions: time-
domain offsets sampled uniformly from -150ms to +150ms; Gaus-
sian noise generated with signal-to-noise ratio (SNR) values from
+30.0 to +40.0 dB; bandpass filtering applied with a high-pass
cutoff of 400Hz and a low-pass cutoft of 6000Hz; environmental
noise samples drawn from the Room Impulse Response and Noise
Database [29] and scaled to SNR values from —5.0 to +10.0 dB; and
reverberation applied via recorded room impulse responses [29].
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To enable the computation of gradients, we implement bandpass
filtering and reverberation through a differentiable FIR convolution
operation. At each optimization iteration, the above distortions are
randomly initialized and applied in sequence to all benign and adver-
sarial audio. As is common, we omit all distortions when computing
the auxiliary loss [9,[15].

3. EXPERIMENTS

Using our proposed method, we perform attacks against a state-of-
the-art speaker verification model. We evaluate the effectiveness of
the generated attacks in simulated and real over-the-air environments
and conduct a listener study to judge the conspicuousness of our
attacks.

3.1. Speaker Verification Model

In the speaker recognition task, a model must predict the identity
of the speaker of a given utterance. This may involve multiclass
classification against a set of known speakers, or confirmation of a
speaker’s claimed identity through comparisons against known (or
“enrolled”) utterances from the speaker using a distance measure
computed on utterance embeddings. Recent works have proposed
attacks against both task variants [[11} 9l [12} [13]. We focus on the
latter, referred to as speaker verification, and use the pre-trained
ResNetSE34V2 model [30] provided in the VoxCeleb-Trainer repos-
itory [4]. The model was trained on the VoxCeleb2 dataset [31]],
comprising 1.1 million utterances from 6112 speakers sampled at
16kHz. We perform attacks on the “test-clean” partition of the Lib-
riSpeech dataset [32], comprising 2620 utterances from 40 speakers
(20 male, 20 female). To standardize comparisons, we trim or pad
all utterances to four seconds. As in Zhang et al. [12], we set the
model verification threshold according to the equal error rate (EER)
computed on a set of 14240 pairwise comparisons drawn from the
“test-clean” partition. The model achieves an EER of 1.36% when
evaluated in an over-the-line setting and 2.98% when evaluated in
our simulated over-the-air setting.

3.2. Attacks

Proposed: For our proposed adaptive filtering attack, we set the
frame size to 1024 samples and the number of bands to 128, resulting
in a total of 8064 parameters per input across 63 frames. We use the
adversarial cosine loss discussed in Section[2.2]with margin k = 0.5
to encourage perturbations which produce high-confidence predic-
tions, and set e = 40 for projected gradient descent with learning
rate 0.005 on the filter parameters to discourage extreme filter con-
figurations. We compute our auxiliary loss using the 128-coefficient
MFCC representation.

Baseline: To compare against a strong waveform-additive baseline
attack with a perceptually-inspired auxiliary loss, we implement the
two-stage frequency-masking attack of Wang et al. [13]]. Originally
proposed by Qin et al. [[15]] for automatic speech recognition, this at-
tack first optimizes a waveform perturbation through L., projected
gradient descent with an adaptive projection bound in an attempt to
find a minimal-magnitude noisy perturbation. A second stage of op-
timization is then performed in which the L, projection is removed
and an auxiliary frequency-masking loss is introduced to encour-
age perturbations which are imperceptible to humans. The loss is
constructed using frame-by-frame approximations of the frequency-
masking thresholds of the human ear induced by the benign input,
allowing the adversarial perturbation to “hide” in spectro-temporal

regions of diminished auditory sensitivity. Given the computational
expense involved, these thresholds must be computed and cached
before the attack begins. An adaptive weighting schedule is used to
balance the adversarial and auxiliary losses, increasing the weight
« of the perceptual loss as the attack achieves its objective and de-
creasing the weight when the attack fails. It has been shown that
this attack can be successfully applied to speaker recognition by re-
placing the adversarial loss term with an appropriate alternative [13]],
and that the attack can achieve success in real and simulated over-
the-air settings through expectation-over-transformation hardening
[24] 23]. We therefore set the attack’s adversarial loss to the cosine
loss mentioned above while leaving the attack’s adaptive weighting
schedule unchanged, following Wang et al. [13]. We set the ini-
tial value of the second-stage tradeoff parameter to o = 0.005 and
second-stage learning rate to 0.0001, as we find this combination
minimizes perceptible artifacts without compromising effectiveness
in our simulated over-the-air setting (see Section [3.3).

3.3. Effectiveness Evaluation

We perform 400 targeted attacks using both the proposed and base-
line method, drawing 10 examples for each of the 40 speakers and
randomly assigning a target class (speaker identity) for each. We ap-
ply a different simulated over-the-air distortion set at each optimiza-
tion iteration as described in Section the baseline and proposed
attacks see an identical distortion set at each iteration of optimiza-
tion. In all cases, we use the Adam optimizer [33] and optimize for
8000 iterations to ensure exposure to a sufficiently large number of
simulated distortions. In the two-stage baseline attack, this is divided
between 2000 iterations for the first stage and 6000 for the second.

For each of the 400 final generated attacks, we evaluate its effec-
tiveness in achieving the target class over a further 2000 randomly
sampled simulated distortion sets. We randomly select 40 generated
pairs of baseline and proposed attacks, balanced across classes, with
which we perform a limited real-world over-the-air evaluation and
listener study (see Section [3.4).

We conduct our real-world over-the-air evaluation in a room
with dimensions 3.3m x3.6m x2.3m. Ambient noise is measured
at 41 dBspr,. We use a small commercial Bluetooth speaker (Bose
SoundLink) to play the attack and a laptop with a generic RealTek
dual microphone array to record the attack audio passed to the vic-
tim. We consider two configurations. In the near configuration,
the speaker is placed 1m from the microphone, and attack audio is
measured at an average of 60 dBgspy, at the victim device. In the
far configuration, the speaker is placed 3.5m from the microphone,
across the room, and attack audio is measured at an average of 55
dBspr, at the victim device. In all cases we normalize attack audio
to ensure a fair comparison across examples. Average attack success
rates for the simulated and real over-the-air settings are reported in
Table[T] (“Over-the-Air Effectiveness™).

3.4. Perceptual Study

If two adversarial attacks achieve roughly equal effectiveness in fool-
ing a system, the attacker should choose the one less likely to be de-
tected by a third party. In this work, we assume the third party to be
a human end-user hearing the attack or a non-expert company em-
ployee listening to input audio for their system as a quality control.
We claim that our proposed adaptive filtering method (see Section
[) is capable of generating targeted attacks which match or exceed
the effectiveness of existing state-of-the-art attacks based on additive
noise while remaining less perceptible. To show this, we compare



Attack Over-the-Air Effectiveness Perceptual Study Perturbation Magnitude
Simulated Near Far Forced Choice Lo Lo

Baseline 94.1% 92.5%  90.0% 34.1% 0.08 1.97

Proposed 96.9% 100.0%  90.0% 65.9% 0.23 6.59

Table 1. We compute the average over-the-air effectiveness rate of the baseline and proposed attacks in a simulated setting and in two
real-world settings, as described in Section [3.3] For comparison, in our experiments the corresponding unperturbed audio is misclassified as
the target at a rate of 0.006% in the simulated setting and not at all in the real-world settings. The conspicuousness of the selected attacks
is evaluated through a human perceptual study, and we report the proportion of trials in which each attack is rated as less conspicuous in a
two-way forced choice. Finally, we report the average L, and Lo perturbation magnitude of each attack measured at the waveform.

attacks generated using our proposed approach against attacks gen-
erated using a complex perceptually-regularized baseline attack (see
Section [3.2).

We perform a web-based pairwise ABX (forced choice) study,
which previous work [34] has shown to be an effective way of com-
paring audio quality. For each of the 40 generated attacks selected,
we create a comparison triplet consisting of the baseline attack audio
(A), the proposed filtering attack audio (B), and the unperturbed ref-
erence audio (X). We then perform a study in which we ask listeners
to compare A and B to X and select the recording that sounds most
like X. The proportion of listeners that prefer A to B provides an
indication of the relative perceptibility of the baseline and proposed
attacks.

3.4.1. Participants

We recruited participants through Amazon Mechanical Turk, a
micro-task labor market where workers take on small tasks (e.g.
labeling images, proofreading sentences). Participants were limited
to workers from North America with 97% task success rates and
a minimum of 1000 successfully-completed tasks. All participants
were 18 or older. Participants were not screened for gender or age
over 18, although a preliminary questionnaire did ask those with
hearing loss to self identify. Participants were given information
on the study’s nature and purpose and gave consent at the time of
accepting the task. The entire task, including the pre-survey, took an
average of 14 minutes to complete, and participants were rewarded
$2.30 for participation. Only participant answers to questions, du-
ration of the study and Amazon worker ID were collected. At the
completion of data collection and payment, worker ID was replaced
with a fully anonymous ID.

3.4.2. Study Task

The set of 40 triplet comparisons was divided between two 24-
question survey forms. Each form consisted of 20 comparison
questions and an additional 4 control questions where the closer
example was made intentionally obvious, with the aim of estimating
confidence in a participant’s answers. The answers to these control
questions were not used in our reported results, and our analysis
only includes responses passing all controls. For each of the 24
ABX questions, the participant was given a two-way forced-choice
with the following instructions:

Please listen to the recordings Reference, A, and B in
their entirety. Choose which of A and B sounds most
like the Reference.

The ordering of A and B was counterbalanced across questions. Par-
ticipants were free to play any recording repeatedly and could alter

their answer on any question until the final submission of the form.
We recruited 30 workers per form, resulting in 30 judgements per
triplet and 1200 judgements overall.

4. RESULTS

We present the results of our effectiveness evaluation and perceptual
study in Table[T] Our proposed adaptive filtering attack matches
the effectiveness of the baseline attack in all settings. Listen-
ers rate, by a two-to-one margin, the proposed attack as less
conspicuous than the baseline. This is noteworthy given the rel-
ative simplicity of our novel proposed attack. Recall that our pro-
posed method utilizes a basic adaptive filtering implementation, re-
quires only a single stage of optimization, and optimizes against a
simple spectral loss. By comparison, the baseline attack requires a
two-stage optimization procedure and a computationally expensive
frequency-masking loss [13\ [15]. Moreover, our attack is rated as
less conspicuous despite producing perturbations to the audio which
are much larger on average than those introduced by the baseline
attack, as measured in the Lo, or L2 norm. These results sug-
gest that the choice of attack representation (e.g. waveform vs. fil-
ter) can significantly affect attack success and conspicuousness, and
more specifically that high-magnitude adversarial perturbations can
be concealed within simple frequency-domain manipulations.

5. CONCLUSION

We propose a novel adaptive filtering attack for generating audio
adversarial examples. Our attack achieves high success rates in sim-
ulated and real over the air settings against a state-of-the-art speaker
verification model, and does so without introducing conspicuous
noise-like artifacts. This work opens the door to explore new classes
of attack transformations beyond direct waveform addition. We ex-
pect this exploration will lead to a deeper understanding of ways to
secure audio classifiers against perturbations, both adversarial and
natural. For future work, we look to build upon our results by eval-
uating the effectiveness of filter-based attacks against more robust
speaker verification pipelines that mimic the voice authentication
systems used in remote transaction interfaces [12| [35], as well as
other speech systems (e.g. automatic speech recognition).
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